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m Leveraging Intelligence

A The Approaching Storm
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m The Global Threat T Frequency and Impact

EQUIFAX YaHoO!

143 Million Customers Up to 3 Billion Accounts

21.5 Million Personnel Up to 2,250 Stores Numerous Files and Tools

verizon’ ERaoy

6 Million Customers 2.5 Million Accounts
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The Global Threat 1

Trends

Current Cyber Attack Trends

Motivations Behind Attacks
August 2017

Over half of successful cyber attacks target

people and computer

-related behaviors.

m Cyber Crime
Cyber Espionage
® Cyber Warfare

Hacktivism

119%..1% 1.1%

11%_—

Source. Hackmageddon.com

Nation - State activities such as cyber

espionage and cyber warfare are increasing.

Attack Vectors
August 2017

® Malware/PoS Malware
Account Hijacking

® Unknown
Targeted Attack

% DDoS

& Vulnerability
Defacement
Brute Force
DNS Hijacking
Brute-force

“ Malvertising

hackmageddon.com



Eﬂ] The Global Threat T The Bad Guys and Their Intent
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m The Global Threat T The Rise of the Nation -State

Our Industry is Being Targeted

RUSSIA

TARGETS: Electricity, manufacturing, oil and gas
CAPABILITY : Penetrate IT, OT / ICS networks
OBJECTIVES: Geopolitically driven disruption
and destruction of infrastructure

RISK: Likely to conduct attacks against US;
likely to target ICS operators; unlikely to cause
disruptions or destruction against US

-

IRAN

TARGETS: Electricity, water, and dams
CAPABILITY : Penetrate IT, OT / ICS networks
OBJECTIVES: Retaliatory strikes against
national adversaries; establish persistent access
as contingency for future conflicts

RISK: Likely to target US ICS operations;
unlikely to cause disruptions or destruction

Source:

NORTH KOREA

TARGETS: Light rail and electricity

CAPABILITY : Penetrate IT and ICS networks
OBJECTIVES: Retaliatory strikes against
national adversaries

RISK : Likely to conduct disruptive or destructive
attacks outside US; possible disruptive or
destructive attacks against US ICS operators

CHINA

TARGETS: Electricity, manufacturing, oil and gas,
light rail, water and dams

CAPABILITY : Penetrate IT, OT / ICS networks
OBJECTIVES: Traditional espionage; support of
national economic interests through intellectual
property theft; establish persistent access as
contingency for future conflicts

RISK : Highly likely to conduct attacks against US;
highly likely to target US ICS operations; unlikely to
cause disruptions or destruction

il ndustrial Cybersecurity Threat Briefingo, Booz, Al l en,
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Eﬂ] A Gloomy Forecast

Cyber Predictions 1 Financial
Resource Impacts

A Cyber crime damage to reach $6 trillion annually by 2021.
A Cybersecurity spending to exceed $1 trillion annually by 2021.
A Unfilled cybersecurity jobs will triple by 2021.

A The number of people online will exceed 4 billion by 2020.

A Ransomware damage will exceed $5 billion by the end of 2017
(15 times larger than 2015 - $325 million).

ACyber crime | s the greatest tthreat o every c¢
i Ginni Rometty, President and CEO, IBM



m Global Cyber Threat

Feeling Overwhelmed?



