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Leveraging Intelligence
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ÅThe Approaching Storm

ÅWhat is Intelligence?

Å Intelligence Sources

ÅApplying Intelligence
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Up to 3 Billion Accounts143 Million Customers

6 Million Customers

Up to 2,250 Stores

2.5 Million Accounts

21.5 Million Personnel Numerous Files and Tools

The Global Threat ïFrequency and Impact
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Current Cyber Attack Trends

Nation -State activities such as cyber 
espionage and cyber warfare are increasing.

Over half of successful cyber attacks target 
people and computer -related behaviors.

Source:  Hackmageddon.com



Impacts

Nation States

Support foreign 
nationΩs strategic 

objectives

Criminals

Intent on 
monetary gain

Terrorists

Disruption of 
critical 

infrastructure

Hacktivists

Attention to
their cause
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ǐLoss of Customer Information

ǐReputational I mpact

ǐRegulatory Impacts

ǐ3rd Party Impacts

ǐSystem Disruptions / Outages

ǐEconomic impacts

ǐImpacts to national security

ǐFinancial loss

The Global Threat ïThe Bad Guys and Their Intent
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The Global Threat ïThe Rise of the Nation -State
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Our Industry is Being Targeted

Source:  ñIndustrial Cybersecurity Threat Briefingò; Booz, Allen, Hamilton; www.boozallen.com/ics. 

RUSSIA
TARGETS: Electricity, manufacturing, oil and gas
CAPABILITY : Penetrate IT, OT / ICS networks
OBJECTIVES:  Geopolitically driven disruption 
and destruction of infrastructure
RISK :  Likely to conduct attacks against US; 
likely to target ICS operators; unlikely to cause 
disruptions or destruction against US

NORTH KOREA
TARGETS: Light rail and electricity
CAPABILITY :  Penetrate IT and ICS networks
OBJECTIVES:  Retaliatory strikes against 
national adversaries
RISK :  Likely to conduct disruptive or destructive 
attacks outside US; possible disruptive or 
destructive attacks against US ICS operators

IRAN
TARGETS: Electricity, water, and dams
CAPABILITY :  Penetrate IT, OT / ICS networks
OBJECTIVES:  Retaliatory strikes against 
national adversaries; establish persistent access 
as contingency for future conflicts
RISK :  Likely to target US ICS operations; 
unlikely to cause disruptions or destruction

CHINA
TARGETS: Electricity, manufacturing, oil and gas, 
light rail, water and dams
CAPABILITY :  Penetrate IT, OT / ICS networks 
OBJECTIVES:  Traditional espionage; support of 
national economic interests through intellectual 
property theft; establish persistent access as 
contingency for future conflicts
RISK :  Highly likely to conduct attacks against US; 
highly likely to target US ICS operations; unlikely to 
cause disruptions or destruction
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A Gloomy Forecast
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ÅCyber crime damage to reach $6 trillion annually by 2021.

ÅCybersecurity spending to exceed $1 trillion annually by 2021.

ÅUnfilled cybersecurity jobs will triple by 2021.

ÅThe number of people online will exceed 4 billion by 2020.

ÅRansomware damage will exceed $5 billion by the end of 2017 
(15 times larger than 2015 - $325 million).

ñCyber crime is the greatest threat to every company in the world.ò 

ïGinni Rometty, President and CEO, IBM

Cyber Predictions ïFinancial
Resource Impacts



Global Cyber Threat

8

Feeling Overwhelmed?


